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1
Decision/action requested

Approve the pCR below
2

Rationale

A proposal for the security of UE-to-Network Relay.

3
Detailed proposal
*** BEGIN CHANGES ***
6.X
Solution #X: Security flow for Layer-3 UE-to-Network Relay
6.X.1
Introduction
This solution addresses the Key Issue #3, Key Issue #4 and Key Issue #9. It is a L3 relay solution.

This solution uses the UE-to-network relay security flows specified in TS 33.303 [6] as the baseline, with some necessary modifications to suit 5GS.
The solution also reuses the PC5 unicast communication security procedure defined in TS 33.536 [8] for the PC5 communication security.
6.X.2
Solution details

The UE-to-network relay security flow is described as follows:
1.
The Remote UE establishes a secure connection with the 5GPKMF of the Remote UE.

2.
The Remote UE sends a Relay Key Request to the 5GPKMF of Remote UE. The message includes Relay Service Code, and an optional 5GPRUK ID if the Remote UE already has a 5GPRUK.

 “NOTE :
 5GPRUK and 5GPRUK ID are equivalent to PRUK and PRUK ID in TS 33.303 [6], respectively.
3.
The 5GPKMF of the Remote UE checks whether the Remote UE is authorized to be a Remote UE according to the Relay Service Code.

4.
The 5GPKMF of the Remote UE generates a relay key (i.e. 5GPRUK) and a corresponding key ID (i.e. 5GPRUK ID) for the Remote UE, and sends them to the Remote UE in a Relay Key Response.
5.
The Remote UE discovers the UE-to-network Relay using either model A or model B discovery.

6.
The Remote UE generates a freshness parameter Nonce_1 for the one-to-one communication as defined in TS 33.536[8], and sends a Direct Communication Request to the Relay UE. In addition to the one-to-one communication parameters and Relay Service Code, the message includes 5GPRUK ID if the Remote UE already has a 5GPRUK, otherwise, it needs to include a SUCI.

7.
The Relay UE sends a Relay Key Request to the 5GPKMF of Relay UE. The message includes 5GPRUK ID or a SUCI of the Remote UE, Relay Service Code and Nonce_1.

8.
The 5GPKMF of the Relay UE checks whether the Relay UE is authorized as a Relay UE according to the Relay Service Code.

9.
The 5GPKMF of the Relay UE sends a Relay Key Request to the 5GPKMF of the Remote UE. The message includes 5GPRUK ID or SUCI of the Remote UE, Relay Service Code and Nonce_1.

10-13.
In the case that the Relay Key Request includes a SUCI, the 5GPKMF of the Remote UE needs to retrieve an Authentication Vector (AV) from the UDM through the AUSF of the Remote UE.

14.
The 5GPKMF of the Remote UE checks whether the Remote UE is authorized as a Remote UE according to the Relay Service Code.

15.
If the 5GPKMF of the Remote UE obtains an AV from the UDM, it will derive a 5GPRUK based on the AV and some other parameters, generates a corresponding 5GPRUK ID. The 5GPKMF of the Remote UE also needs to generate a 5GPRUK_Info from which the Remote can derive 5GPRUK and obtain 5GPRUK ID. The role of the 5GPRUK_Info is similar to the GPI defined in TS 33.303 [6].
16.
The 5GPKMF of the Remote UE generates a new random number as the 5GKd Freshness Parameter, and then generates a new 5GKd using 5GPRUK, 5GKd Freshness Parameter, Nonce_1, Relay Service Code etc.

17-18.
The 5GPKMF of the Remote UE sends 5GKd, 5GKd Freshness and 5GPRUK_Info to the 5GPKMF of the Relay UE, and then further passes them to the Relay UE.

19.
The Relay UE generates a freshness parameter Nonce_2 for the one-to-one communication as specified in TS 33.536[8] and then sends a Direct Security Mode Command to the Remote UE. In addition to the one-to-one communication parameters, the message includes the 5GK Freshness Parameter and 5GPRUK_Info if it exists.

20.
The Remote UE derives the 5GPRUK and obtains the 5GPRUK ID using the information in 5GPRUK_Info if 5GPRUK_Info is provided. The Remote UE further derives the 5GKd and performs other procedure as specified in TS 33.536[8].

21.
The Remote UE sends Direct Security Mode Complete message to Relay UE as specified in TS 33.536[8].
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Figure 6.X.2-1: UE-to-network relay security flow
6.X.3
Evaluation

TBD
*** END OF CHANGES ***
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